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Abstract

In the digital era, the Internet of Everything (IoE) technology has rapidly become a
cornerstone of technological and economic development. Malaysia, as one of the leading and
developing countries in Southeast Asia, has examined its preparedness, opportunities, and
challenges for adopting and developing this technology through the formulation of its lIoT
roadmap. Undoubtedly, the IoT roadmap in Malaysia is one of the most comprehensive
documents in the study of macro-level Internet of Everything plans. This roadmap provides
an analysis of Malaysia's current and future position in the 10T domain, including
infrastructure, data and information, security, ecosystem, and talent, followed by a gap
analysis. Studies show that the adoption of the next generation of information and
communication technology in Malaysia has paved the way for the development of the IoE,
outlined opportunities for economic innovation, and facilitated the commercialization of
research outcomes by research organizations. The roadmap also emphasizes the importance
of balancing development and security in this field, stating that with progress in this domain,
Malaysia can emerge as a top hub and regional focal point for 10E development. The younger
generation in Malaysia is highly interested in IoE, and they are not only consumers but also
creative developers of this technology. This paper highlights Malaysia's recognition as a
global pioneer in the IoE technology sector. The country has become a frontrunner in this
field through advancements in infrastructure, increased domestic sales and exports, the
development of services and platforms, emphasis on innovation, the importance of human
resources, and, most importantly, the formulation of a comprehensive and complete IoT
roadmap. Malaysia has benefited in two major ways: by deriving new value from
technological innovation and gaining a competitive advantage and market share over
governments unable to adapt and invest in the IoE market.
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Introduction

The concept of the Internet of Everything (IoE), introduced by Cisco, represents an expanded
and evolved form of the Internet of Things (1oT). Prominent technology companies, including
Gartner and Qualcomm, began using this term almost simultaneously with Cisco. As the IoE
ecosystem grows, not only objects but also humans, data, and even processes will become
integral parts of this interconnected network. In this ecosystem, individuals are considered as
the ultimate nodes connected via the internet, sharing information and activities. The strategic
significance of IoE has brought about various positive and negative impacts for countries
worldwide. Governments that embrace I0E benefit in two key ways: by harnessing new value
derived from technological innovation and by gaining a competitive advantage and market
share against those unable to adapt and invest in the IoE market.

In Malaysia, the development of IoE has been pursued through cohesive operational plans
and diverse applications. Given Malaysia's ethnic, racial, and religious diversity, there is a
pressing need to establish harmony and peaceful coexistence among its various communities.
This challenge necessitates implementing regulatory and control mechanisms over the 10T
space and cyberspace. This paper examines the strategies and developments of the IoE
ecosystem in Malaysia. The findings indicate that Malaysia, through the formulation and
execution of its 10T roadmap, has emerged as a global leader in this domain. Emphasis on
infrastructure development, economic growth, innovation, and information security has been
crucial to Malaysia's success. With its youthful talent and abundant human resources,
Malaysia is poised to become a regional hub in the development of IoE.

Research Motivation

Research Objective

This paper aims to analyze and examine the growth and development of Malaysia in the field
of the Internet of Everything (IoE) and its significant role in the country's economy and
information and communications technology as a developing nation. The article provides
comprehensive and precise information demonstrating how Malaysia has embarked on its
journey toward IoE technology and has become one of the leading countries in this domain,
particularly recognized as a premier hub both regionally and globally. Additionally, the paper
describes the strategies and key factors that have been instrumental in this development and
growth.

Research Significance

The study of this paper holds substantial importance due to several reasons:

- Understanding Technological Advancement: This paper allows readers to become
acquainted with the progress and development of 10E technology in a pioneering country like
Malaysia. This awareness can be beneficial in improving strategies and decision-making
related to technology in other countries.

- Enhancing Economy and Industry: Analyzing the development of this field in countries like
Malaysia can contribute to the enhancement of industry and economy. This information is
valuable for policy-making decisions, future investments, and supporting innovative
technologies.

- Leadership in Technology: Examining the successes and challenges of leading countries in
this field can guide other nations in formulating better strategies and leadership in
technology.
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- Knowledge Exchange: Observing the trends and experiences of Malaysia can facilitate
knowledge exchange between countries and promote international collaborations in this area.
-Industry and Trade Information: The information provided by this paper can be effective in
marketing strategies, product development, and reaching new markets.

- Tool for Future Research: This paper can serve as a fundamental tool for future research in
the IoE domain and the development of related technologies, aiding further advancement in
this area.

Research Gap and Problem Definition

This paper focuses on Malaysia and analyzes its movement towards Internet of Everything
(IoE) technology. It begins by addressing a significant gap in the field of sociology and
technology, namely the adoption of new technology (IoE) and its impacts on the development
of countries. The main problem under investigation in this paper is how IoE as an emerging
technology has had extensive effects on the economy and society of Malaysia and how it can
play a key role in the country's future development. This problem demonstrates how the new
technology of IoE can contribute to sustainable development, economic improvements, and
enhanced quality of life in Malaysia.

This research clearly examines the existing gaps and opportunities in this area and shows how
technological advancements can help achieve developmental and economic goals for
countries. The connection between technology, economy, and society is one of the
contentious topics in this paper that plays a crucial role in policy formulation and future
decision-making.

Theoretical Framework

The roadmap of the Internet of Everything (IoE) in Malaysia, as a strategic document,
focuses on four main axes:

- Infrastructure: Analyzing the current status and future infrastructure needs for IoE
development.

- Data and Information: Analyzing the role of data in IoE development and how to manage
and utilize it effectively.

- Security: Emphasizing the importance of balancing technological development with
information security.

- Ecosystem and Capabilities: Investigating the role of human resources and business
ecosystems in adopting and developing IoE.

Research Methodology

This paper employs qualitative and quantitative methods to analyze the lIoE roadmap in
Malaysia. The research methodology is outlined as follows:

- Research Objective and Problem Statement: The research objective is clearly defined to
investigate Malaysia's movement towards I0E technology. This step helps in setting a clear
direction and specific goals for the research.

- Literature Review: By reviewing credible sources such as scientific articles and previous
reports related to I0E and its impacts on Malaysia's economy, past experiences and concepts
are examined. This step enhances understanding and identifies various impacts of IoE on
Malaysia's economy.

- Case Studies and Data Analysis: Case studies are conducted to examine the usage of IoE
and its influential patterns on Malaysia's economy, followed by data analysis. This step
ensures more accurate results and provides valid patterns.
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- Data Analysis and Comparative Studies: Through detailed analysis of collected data from
various sources and comparison of results, patterns and diverse impacts of IoE on Malaysia's
economy are identified. This step enhances the credibility and reliability of the results.

- Conclusion and Practical Recommendations: Based on the findings, practical
recommendations for policy-making and IoE development in the country are provided. These
recommendations are based on research findings and comparisons with previous studies.

- Future Research Directions: These research findings can contribute to advancing knowledge
in IoE technologies and better utilization of its capabilities.

Research Findings

The findings of this article, based on research and data presented in the text, depict several
crucial aspects about Malaysia and its movement and development in the Internet of
Everything (lIoE) technology realm. These findings can be summarized from various
perspectives as follows:

- Rapid Technological Advancement: Malaysia has become a leader in this field due to rapid
growth in loE technology, significantly increasing with various technological developments
and innovations.

- Infrastructure Enhancement: Strong investments in communication infrastructures and
secure data platforms have provided advanced and secure communication facilities for
connecting various devices to the IoE.

- Domestic Sales and Exports Growth: With the development of IoE technology, domestic
sales of this technology have significantly increased, and these products are prominently
exported to foreign markets.

- Shift towards Services and Platforms: From equipment production to service and platform
offerings in the IoE domain, Malaysia is undergoing remarkable growth and transformation.
This shift reflects the excellence and evolution of these platforms in the country.

- Key Role of Human Resources: The importance of education and development of skilled
human resources in 10E technology is evident as a fundamental factor in the development and
advancement of this sector in Malaysia.

- Global Ranking: Given Malaysia's high ranking in the digital economy and information
technology compared to other countries, it is recognized as one of the global leaders in this
field.

- These findings comprehensively demonstrate Malaysia's commitment, movement, and
remarkable progress in the IoE technology sector, indicating its pursuit of sustainable and
effective development in this domain.

Conclusion

Considering the analysis and discussion presented in this article regarding the transformation
and impacts of the Internet of Everything technology in Malaysia, it is observed that this
technology emerges as a fundamental axis in economic development, job opportunities,
innovation, and transformation in Malaysia. Malaysia aims to play a significant role in the
global industry of this technology by leveraging all its capacities and available resources,
through the enhancement of strategic programs in the Internet of Things (IoT) domain. The
importance of the Internet of Everything in Malaysia can be understood from the country's
loT roadmap. The main digital domains identified by the Malaysian government to steer the
information and communication technology sector include cloud computing, Internet of
Things (loT), data analytics, cybersecurity, data centers, e-commerce, and artificial
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intelligence, all of which are key drivers for the development of Industry 4.0 and smart cities.
The prepared initiatives and infrastructures in Malaysia encourage researchers and
entrepreneurs to create value from this technology, and it is expected that with continuous
development, Malaysia will be recognized as a key player in the Internet of Everything
industry regionally and globally. The government's special interest in the Internet of
Everything has led to various participations in the market. The Internet of Everything
technology not only has significant financial impacts but also acts as a catalyst for economic
development, job creation, research, innovation, and achieving strategic goals in the IT and
communication technology sector. These topics can serve as excellent examples for decision-
makers and managers in Iran's development and progress strategies.
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1. Kaspersky
2. Cyber Immunity
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1. Cyberjaya
2. Silicon Valley Malaysia
3. Mangrove
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loT Malaysia
1. Create an loT ecosystem that will focus on the
development of the loT industry in Malaysia
2. Facilitate collaboration between stakeholders to
ensure cantinuity within the ecosystem
3. Nurture and grow loT professionals in Malaysia
4, Create talent supply

Asecure environment for apen data sharing across
communities and foster collaboration between service
providers and data aggregators

Open Community Data Framework T

Open Innovation Framework
A common technalogy platform for the innovation of
applications and services development, and cross-
industry participation

Funding & Incentives Industry Infrastructure &
Y Standardisation Connectivity
nabler
Talent Capital Legislation & Education &
Regulation Awareness
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1. KPI
2 .Small & Medium enterprises (SMe)
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