Print ISSN: 2783-2813
Online ISSN: 2717-0446

Etiology of Robot Crimes: With Emphasis on
Rational Choice Theory

* Mahboob Afrasyab ** Kamran Shirzad

* Doctor of Law, Head of Vali Asr Judicial Complex (AJ) Tehran, University Lecturer, Iran.
mahboobafrasyab@yahoo.com
** Doctorate in criminal law and criminology, Adalat University, Tehran, Iran.
shirzadkamran32@gmail.com

Received: 22.01.2024 Accepted: 26.02.2024

P.93-110

Abstract

Nowadays, artificial intelligence has become increasingly important as a technological
advancement. Different applications of artificial intelligence in different realms, while being
the source of services for humans, but the emergence of robotic crimes has posed challenges
for humans. Therefore, the main issue in this area is the intervention of robots in criminal
behavior. Regarding the crimes of the first generation of robots / non-intelligent robots, it
should be said that robots have no role in committing a crime and are only a tool in the hands
of the programmer. However, the generation of intelligent robots are active and rational
social actors who move beyond the will of the programmer and seek to make moral decisions.
The study, which seeks to analyze the crimes of robots in the light of rational choice theory,
concludes that intelligent robots are among the white-collar criminals among criminals who
pay the most attention to cost-benefit analyzes. In addition, the first generation of robots lack
the ability to measure the benefits and costs of crime.
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Introduction

The rules of causation of the crime explain the responsibility for the indirect commitment of
the crime, and along with cases such as complicity and overseeing the crime, comprise all the
responsibility for damage caused to the body. These same rules therefore hold the
programmers and operators of a robot are responsible for any damage caused in a crime.
Comparing the laws of damages (compensatory/punitive) for people with those of robots will
show many commonalities. In case of damage caused by the robot, the user of the robot is
recognized as the first responsible. Therefore, the payment rules are true for the robot user.
The rules of summed-up damages apply to the robot's user and if necessary, its programmer.
The multiplicity of damages will mean a single amount as damages will be paid by the
mentioned individuals. In the current era, artificial intelligence has become increasingly
important as a technological advancement.

The various applications of artificial intelligence in different fields have served humans
immeasurably. but the emergence of robot crimes has also created challenges for humans.
Therefore, the main issue in this field is the intervention of robots in criminal behavior.
Regarding the crimes of the first generation of robots/non-intelligent robots, it should be said
that robots do not play a role in committing crimes and are only considered tools in the hands
of programmers. But the generation of intelligent robots are active and rational social actors
who move beyond the will of the programmer and pursue ethical decision-making.

This research, which aims to analyze the crimes of robots in the light of rational choice
theory, has come to the conclusion that intelligent robots, like white-collar criminals, are
among the criminals who pay the most attention to cost-benefit analysis. Besides, the first
generation of robots lack any ability to measure the benefits and costs of crime.

Today, with the progress of human societies and the development of the living standards, the
human need for efficient tools in social interactions and industry has been felt more and
more. In this regard, industry and technology have taken steps to produce products under the
name of artificial New technologies have always been used in criminal and judicial issues and
have played an important role in identifying criminals and uncovering the truth.

However, the importance of punishment in the criminal justice system has led the judicial
system not to rely on the results of a technology until there is a very strong assurance of its
accuracy. For example, despite the increase in their reliability in recent decades, lie detector
devices have still not been used as evidence in criminal cases. But even if a technology
cannot provide results worthy of reliable evidence, it can serve as a basis in criminal
investigations, ultimately leading to credible evidence such as confession. Intelligence at a
remarkable speed to ensure the well-being of human life.

In the present era, artificial intelligence and robots are widely used in various fields including
medicine, engineering, military, aerospace, and social interactions, especially in developed
countries. Artificial intelligence in today's technological world, with its proven efficiency and
capabilities, has been able to create the fourth industrial revolution and, like a vast and
powerful wave, encompasses all aspects of human life, assisting or replacing many emerging
occupations.

It is predicted that within about a decade, artificial intelligence will significantly penetrate all
civilian systems and major tools and establish their software infrastructure. Furthermore, in
the next two to three decades, it will transform the world's style and context. Major powers
such as the United States, the European Union, and China have provided policies, legislation,
and roadmaps for the development and advancement of artificial intelligence in various
fields. Additionally, artificial intelligence has increasingly gained importance in criminal
investigations and crime prevention for analysis, decision-making, and processing, enabling
rapid and efficient access to available information such as fingerprint records, DNA tests,
suspect facial recognition, data storage, transfer, and analysis in algorithms.
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Additionally, it significantly assists the performance of the police and decision-making in the
prevention of crime, urban planning, and dealing with criminals. Currently, through artificial
intelligence, the possibility of monitoring the status of seatbelt fastening has been provided,
which is made available to the police forces of countries. It is hoped that in cases where the
suspect's face is not properly identified, artificial intelligence can assist in identifying them.
With the assistance of artificial intelligence systems, the police currently utilize crime
prediction programs in many cases. These programs process the individual's past criminal
activities and predict where and how the person's next crime might occur. In addition to being
used in data archives and statistical analysis, artificial intelligence has increasingly gained
importance in criminal investigations for analysis, decision-making, and processing, enabling
rapid and efficient access to available information such as fingerprint records, DNA tests,
suspect facial recognition, data storage, transfer, and analysis in algorithms.

The police can monitor high-crime areas and the behaviors of individuals at risk and with
criminal backgrounds using artificial intelligence programs, facilitating surveillance and
prevention efforts. Traditional police processes of detecting criminals and conducting pursuit,
surveillance, and patrols have been time-consuming, exhausting, costly, and sometimes
ineffective. Particularly with the growth and development of large cities and the rise of
apartment and cyber crimes, data collection and analysis have become challenging through
traditional means. However, with Al systems and specially designed software in this field,
these tasks can be efficiently accomplished. Additionally, artificial intelligence technologies
can be utilized to enhance public safety and security, including surveillance cameras, drones,
and predictive policing programs capable of identifying patterns indicative of potential
crimes.
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